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Abstract:  For the problems of insufficient utilization of image redundancy and information leakage in reversible da-
ta hiding in encryption images based on label coding, a reversible data hiding in encrypted images (RDH-EI) based on MSB
(Most Significant Bit) two-dimensional label is proposed. In order to improve the embedding capacity of the algorithm, in
the two-dimensional label map generation stage, the difference sequence is constructed according to the original and predict-
ed pixel values, and the MSB two-dimensional label (/,,/,) is generated. The first dimension /, and the second dimension /,
respectively record the original and predicted pixel values with the same initial consecutive same MSBs and subsequent con-
secutive opposite MSBs (SCO-MSBs). The use of SCO-MSBs improves the utilization of pixel redundancy, combined with
canonical Huffman coding to achieve higher embedding capacity. In order to improve the security of the algorithm, in the
construction stage of the pseudo-label map and the encrypted image, the encoded stream generated by the two-dimensional
label map and the extra data stream storing all auxiliary information are used to generate the original stream through effec-
tive information merging and then encrypted, and in the process of constructing the encrypted image, a pseudo-label map
for identifying the embedding position is generated. The original stream encryption can effectively prevent the leakage of
image information, and the pseudo-label map is used to determine the position of the embedded reserved room. The experi-
mental results show that compared with the existing similar algorithms, the proposed algorithm can effectively prevent the
leakage of the label map and resist the ciphertext-only attacks, the embedding capacity is increased by more than 0.208 bpp,

and the algorithm achieves completely reversible while running time is nearly 1/4 of the existing algorithm.
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